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Online registration

When you register online, you specify your user ID, specify your password, specify your
contact information, and register your accounts. After you complete this process, you are
ready to begin using Access Online.

Your organization may have enabled enhanced security for both the Access Online web site
and the mobile app. When you register online, you may enroll in or decline the enhanced
security option, as described in Enrolling in Enhanced Security Authentication on page 11.

If your program does not use online registration, then your Program Administrator has
already registered you, and you can log in to Access Online right away. (Refer to the Access
Online: Navigation Basics user guide for procedures on logging in.)

Access’ Online

Contact Us

Welcome to Access Online!

Login

Please enter the information below and login to begin.

* = required
Organization Short Name:*

(I

User ID:*

Password:*

Forgot your password?

1. Click Register Online.
Reqister Online

Activate Your Card | Change Your PIN

Learn more: Completing online registration lets you log into Access Online. Online
registration does not activate your card. To activate your card, click the Activate Your Card
link and follow the instructions in the Access Online: Card Activation quick start guide.
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Online Registration
Account Information

Please enter the account information below and select Send a Code. We'll use your email address on file
to send you a passcode. To register additional accounts, go to My Personal Information.

* = required
Organization Short Name: * 2. Type your organization short name.
Account Number: * Account Expiration Date:

Month * Year*

| -~

3. Specify your account information.

<=Back fo Login Page

Online Registration
Account Information

Please enter the account information below and select Send a Code. We'll use your email address on file
to send you a passcode. To register additional accounts, go to My Personal Information.

* = required

Organization Short Name: *

Account Number: - Account Expiration Date:
FRARRREERIRE ] D T | Month = Year = | 2020 ~

Send a Code

<=Back to Login Page

4 . Click Send a Code.
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Tip! If you make a mistake in typing your information, then Access Online displays an error
message. If you receive this error message, then check your entries for formatting (e.g., that
you do not have spaces in your account number), correct the information, and continue. If
you cannot continue, then contact the Help Desk or your Program Administrator for
assistance. If you become locked out of the registration, then your Program Administrator
can unlock you.

If you do not complete a required field (designated with an asterisk on the screen), then
Access Online displays the following error message: “A required field has been left blank,
please complete.” If you receive this error message, then check the required fields and
complete the blank ones.

From: Access Online cgonatreply@access-online. coms
Sent: Wednesday, August 7, 2005 3:50 AM

Tar  ESmith, Carlos <ppu PRI
Subject: Access® Dnline Passcade

=

Here's your passcode.

Ty registes your acoount, please emer e fallywing passcode on Me Dnling Registration Passcods page. The code will ba active for 10 minues

Fasscodde:
133458

5. Wait for the passcode to arrive to

you email inbox.

Online Registration
Passcode

A passcode was sent to your email address on file:
c*™***h@acme.com

The passcode will expire in 10 minutes. You may request another passcode after one minute. If this
email address doesn't look correct, please contact your organization.

* = required

One-Time Passcode *

Send me another code 6. Enter the passcode.

==Back to Login Page
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Online Registration
Passcode

A passcode was sent to your email address on file:

c*™***h@acme.com

The passcode will expire in 10 minutes. You may request another passcode after one minute. If this
email address doesn't look correct, please contact your organization.

* = required

One-Time Passcode *
[123456) |
Send me another code

==Back to Login Page

Licensing Agreement

8. Review the licensing agreement.
Please read and accept the Licensing Agreement

Access Online Terms of Service

1. ACKNOWLEDGMENT AND ACCEPTANCE OF TERMS LG CESS OMLIME

Arcess Onling, ownad and opearated by apt provided to the customer under the tarms and
condibons of thes Access Online Terms of S®™ace (ATS) which incorporates by relerence any operaling
rules ar policies that may be published by Bank. The ATS as it may hereafter be amended or modified

COMMIMICreC e WiIkhim e (0 ) yoar allcr e Cause of acon angsC, OLRenwisg, such Causc of aclion 15

permanently barred

The section blles in the ATS are sclely used for the convermence of the parlies and have no legal or
conftractual significance.

I Ih“:irlu m

9. Click the I Accept button.
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Online Registration

Password and Contact Information Required fields have red asterisks.

Organization Short Name: BLAFS
Functicnal Entitlement Group: CHFE

10. Type a user ID between 7 - 20
User 1D & Password alphanumeric characters.

* = required

USer ID: * 17 te 30 stsh vapoeri g i) Your organization may use passwords or password

. ' phrases. Click the Information icon to find out

Password: ° which option your organization uses and to get
suggestions and requirements.

Confirm Password:”

. Specify your password/password phrase
Authentication by typing your password/password
Flease select three unigue authentication g phrase two times.
event that wou forget your password

Authentication Question 1:

Authentication Response 1:° 12. Specify your authentication

guestions and responses.
Authentication Question 2:

Authentication Response 2:

Authentication Question 3.
Authentication Responsze 3: *

13. Specify your contact
information.

Contact Informaticn

Firat Mame:* Last Hamg Mi:
Address 1:° Address 2:

City: * State/Province: * Zip/Postal Code: *
Country: *

Phong Number:: Fax Number:

Emall Address: -

o
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Passwords and password phrases

Your organization determines the expiration and complexity of your passwords. Your
organization may also use password phrases instead of passwords.

Password expiration

Depending on your organization’s requirements, your password may expire from every 30
days to every 365 days, or your password may not ever expire.

Password complexity
Your organization also controls how complex your password must be. Below are two

examples.

Requirement Client A Client B

Number of characters 8 —100 12-100

Letters One or more One or more upper case and
Either upper or lower case one or more lower case

Numbers One or more One or more

Special characters Or one or more if no numbers One or more
used

Case sensitive Yes Yes

All organizations use the following password restrictions. The password/password phrase:

Must not contain four consecutive characters from your first name or your last nhame
(not case sensitive)

Must not contain four consecutive characters from your user ID (not case sensitive)

Must not contain two consecutive blank spaces or a single space at the beginning or end

Cardholder Confidential 7
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The best way to find your organizations requirements is to hover over the information icon.

Change Password
Your password must:

current Password: * + be at least 12 characters in length
= include one uppercase letter (A, B,
C..2)

New Password: * « include one lowercase letter (a, b,

E O 9gc-?

+ include one number (0 - 9)

The information icon = include one special character (5. #
summarizes your %, @ !..)

organization’s unique « not include your user name or user
requirements. | 1D

AN

- = ! : /
' ! @ #

—~
|
+

> ~~ &
—

? < >

Password phrases

Password phrases are phrases, instead of single words. You can include multiple words with
or without spaces, but do not put a space at the beginning or end of the password phrase
and do not put two spaces together. Your password phrase must be at least 14 characters
long, but longer is better. Your password phrase can include numbers and special
characters, but they are not required. Your password phrase should be unique, so do not
use lyrics, quotations, or aphorisms.

Allowed special characters for password phrases
For password phrases, the system allows all special characters without restrictions.

Cardholder Confidential 8
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Authentication questions and answers

Access Online requires all users to set three authentication questions and answers. This
practice increases the security of system access and thus protects the account information
in Access Online. If you registered online, then you set your authentication questions
answers then. You can update your questions and answers at any time using the My
Personal Information function. Refer to the Access Online: My Personal Information quick
start guide. You also answer one of your questions if you use the Forgot Your Password
function. Program Administrators can view, but not edit, your questions. Program
Administrators cannot view your answers. Help desk staff can also see your questions, but
not your answers. Help desk staff can only validate as correct/incorrect the answers you give
them on the telephone.

Cardholder Confidential 9
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Online Registration
Password and Contact Information

Organization Short Name: BLAFS
Functional Entitlement Group: CHFID1

Usar ID & Fassword

* = resjuired

User 1D: * 17 6 20 sipaa-numens charsctin)
cpsmith25 '
Password: -

PrTT— o

Confirm Password.”

Authenticatian

Please seloct thres unique authenticabon questions and responses. This infarmation will be used in the
event that you forget your password

Authentication Question 1:

In what oty do you wani 1o ratirg? ~|
Authentication Response 1:°

.MIHHII
Authentication Question 2:

In'what city o town did your mother and fathar meost? v:
Authentication Reaponae 2:

‘Chicago
Authentication Question 3.

:What wias the namea of your first stuffed animal?
Authentication Response J3:

Teddy

Cantact Infarmatian

First Mame: Last Name:- Mi:
:Callus. Srmith [ .J".

Address 1: * Address 2:
200 South Sixin Street '

City: - State/Province: * Zip/Postal Code: -

:".-1IHI1HHIZH]|IH | [MN 554072
Country: *

United States

Phone Humber:* Fax Number:

lB121231234 | (5123214321

Emall Address: -

cpsmithiacme g_'.;_-.n‘ 1 4 . When yOU are done, C||Ck

Continue.
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Enrolling in enhanced security authentication

When you register online, you must enroll in Enhanced Security Authentication. With
Enhanced Security Authentication, you request and enter a single-use passcode every time
you log in to Access Online, for additional security.

Your organization may let you choose to use either your mobile telephone or your email
address to receive the one-time passcode. Your organization may also have only one of
those options available.

Learn more: If your organization lets you choose between mobile phone and email, then
you have the option to pick which one. If you select to use email, the system uses the email
address already in the system. If you do not already have an email address in the system,
the system prompts you to specify an email address during enrollment. Your one-time
passcode arrives at your email inbox each time you log in.

Our example shows mobile phone enrollment. No matter which option you use, the overall
process for enrolling is the same.

Learn more: You can manage your enrollment using the My Personal Information
function. Refer to the Access Online: My Personal Information quick start guide.

Enhanced Security Authentication
Enroliment Preferences

Please choose an additional method to verify yEEEREEe ATl Nl ETVElo STl If1YY
your preferances on the My Personal Informati Authentication option you want
Mote: Mobile phone must be a U.S. or Canag to use.

Verify me using the following g
* Text Me a Passcode

Email Me a Passcode

2. Click Continue.

Cardholder Confidential 11



Access Online

Online registration: Version 3-8

Enhanced Security Authentication
Text Me a Passcode

Please enter your mobile number below.

* = required

Mobile Number (U.5. and Canada only): *

|| | 3. Click Privacy Policy. The policy
opens in a new window.

Please review our Privacy Policy

You must view and agree to the Terms and Conditions before continuing.

| have read and agree to the Terms and Conditions agreement. *

==Back
Prwacy Contact us
4. Review the privacy policy. e It [] cansoosrsss
::'-.-1 deeiy plicdg s o profoct your prvacy
wi  Find a branch
Consumer Privacy Policy

» Consumsr Privacy Fiedae

» Busrcise Your Privacy Choios

. Return to the Enhanced

= Warl 1o know inode abool, Coraumes Privacy Piedoe

= Onkng PYivacy and Secufy SeCUI’Ity Auth0r|zat|0n
- Emll Prfeenoes k screen.

+ Hen e g your Coilular chane mumiber
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Enhanced Security Authentication
Text Me a Passcode

Please enter your mobile number below.

* = required

Mobile Number (U.S. and Canada only): *
|| |

By providing your mobile number, you expressly conse
Message and data rates may apply and you are resgg
Please review our Privacy Policy

6. Click Terms and
Conditions.

You must view and agree to the Terms and Conditions before continuing.

| have read and agree to the Terms and Conditions agreement. =

==Back
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Enhanced Security Authentication
Terms and Conditions

By providing us with a telephone number for a mobile device, including a number
that you later convert to a mobile device number, you are expressly consenting to
receiving communications-including but not limited to prerecorded or artificial voice
message calls, text messages, and calls made by an automatic telephone dialing
system-from us and our affiliates and agents at that number. This express consent
applies to each such telephone number that you provide to us now or in the future
and permits such calls for non-marketing purposes. Calls and messages may incur
access fees from your mobile services provider.

Message frequency depends on your account usage. You may opt out at any time
by replying STOP to the text message. By sending STOP, you agree to one
additional confirmation message stating that you've opted out and will no longer
receive messages from this Access Online Enhanced Security Authentication
service. You must be the mobile phone account holder or have permission from the
account holder to use this service. You are not re
condition of purchasing any property, goods ors
wireless provider are not liab =y
may be delayed or not deliveled due to factc:rs 0
Bank's control. Standard text messaging fees animmm.
govérned py your mobile provider.

7. Review the terms and
conditions for Enhanced
Security Authorization.

You can manage your mobile phone and email preferences online in the My
Personal Information area of Access Onllne Recewe additional support or help by
calling 888-994-6722. Please review o

8. Click Back to Enrollment.

<=Back to Enrollment
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Enhanced Security Authentication

Text Me a Passcode _
9. Type your mobile telephone number. If you

selected to use your email address, then
the system uses the email address in the
system or prompts you to specify your

* = required email address.

Please enter your mobile number

Mobile Number (U2 and Canada only): *

6121231234 10. Select the I have read

and agree to the Terms
By providing your mobile number, you expressly con and Conditions
Message and data rates may ap ph and yo agreement check hox.
Please review our Privacy Policy

| have read and agree to the Terms and Conditions agreement. *

==Back
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Enhanced Security Authentication
Passcode

Please enter the code we sent to your mobile number. It will expire in 10 minutes.
You may request another code after one minute.

*= required

12. Wait for the passcode to arrive
to your mobile telephone or

One-Time Passcode:*

| your email inbox.
Send me another code

z<Back

LCC Onling < laccess Ibank com >
@ Enhanced Security Pasicode

Ecterlion Policy  LISE 30 Day Delele Dielacl {90 dayi)

You'ne receiving this message because you slected (o receive 3 passcose throug fing one-lime
Accaas Onling Secutity Al
parssCome dUring your Curment 565500 1o continue your lagin process. The passcd Yeur One Time PaEscods is
ES4321
X MzgiData Rates May Apply
FPasscode: For heelp: B77-8A7-53260 o
1234565

This i% an aulomaled message sistance, please visil (he Conlacl Us page

U5, Cardmember Service, PO Box §X35, Fargo, HD 53123-6335

Canada Cadmember Service, 120 Adelside 5t W Sule 3300, Toronto Onkarks MSH 1 3 . Note the

passcode.
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Enhanced Security Authentication
Passcode

Please enter the code we sent to your mobile number. It will expire in 10 minutes.
You may request another code after one minute.

"= required 14. Type the
passcode.

One-Time Passcode:*
654321
Send me another code

L If you do not get your
passcode within 10

minutes, click Send me

another code.

<<zBack

Access’ Onling

Licensing Agreement

Fietrie dedd B SC0elE T Lipenieg Agiwermesl 10 0ol
Arcett Onling Terms of Seevien

T ACKNCOVLEDOMENT N0 ASSDFTANCE OF TESMS OF & 2 L
Actimn, Drsins vareied ] oo by lani o peigvicont I o 1o st ey bt e v rorces o B Accrms O T of Sarvice [A TS b b ind oot alie by inliss s iy
0P BT A OF PdCes Tl My b [ubliabetl Ly Bark T ATS i 1 sary Dol Do ot s o ool izl R, COmpeines. The wlitr sC-eemenl Datwoen Cumims! and

Sk S Wt ) S ARty Bateman T Sirti regatEng B AT etier ook Sreee Dy 03] 00 8 Asteds e i diTing B 1 Aol BURSN, ou e RACEA]

ae1 P Bl ProviOrE reTang i L 12w and ettt

B lvicore o sanerier or anfoac e aew gl o provienn of e ATS

kT P sgrosy: Bl vy ramopea o b g ol o o 1

R 16. Click the I Accept button to
' ) accept the terms of the licensing

it | :
agreement and continue.
=4
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Access Online Log Cut

Evant Uriven Molficiban
Bayment Fis

fiviber hlanagren
Tramaction Mansgemsm
Acxemani Information
Flrguoting

My Personal Informetion

Home
Confact Us

Trasreng

Welcome to Access Online TONY PA

Your st login was 002530 T

After you enroll in Enhanced
Message Center Security Authorization, you
Messageds) rom Access Onling request a sing|e-u3e passcode
each time you log in.

Pre-Auth Purchasing

?:ﬁ?.ﬂ‘ ¥ Manage Home Faga Samings
AcctENama 628 PURCGHASING WEST Accoun] Aarls
Account 1D DoGaTE2ea0r Manapsa Contact Information
Account Status Open Manage Email Notifications
Cumont Balance: @ &0.00 Run Transaction Datail Report

Credit Limit @ $1.00 :‘?w AN Sl
Availabile Cradil O 2100 View Las! Cycle Transachons
View Open Transactions

Lazt 10 Transactions Posted

Posting Date  Merchant Amount
Oi2s FPAULSEN FOODS LLC $10,665.25
0720 PALULSEN FOODS LLG §13.333.32
0Ting PAULSEN FOODS LLGC £10 505 00
or PAULSEN FOODS LLG 516, 80260
(706 PALULSEN FOODS LLC 525 209 92
526 FAULSEN FOODS LLC S10.016.852
522 FAULSEN FOODS LLC F16, 19825
0anSs PALULSEN FOODS LLC $6,183.45
611 PAULSEN FOODS LLG 17 61800
0ai05 PALLSEN FOODS LLC 513234 30

0 [nformaticn
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All trademarks are the property of their respective owners.

You may not reproduce this document, in whole or in part, without written permission.

CAT ID: NA

Survey

Please take a few minutes to respond to a short survey on our training.



