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Online registration 
When you register online, you specify your user ID, specify your password, specify your 
contact information, and register your accounts. After you complete this process, you are 
ready to begin using Access Online. 

Your organization may have enabled enhanced security for both the Access Online web site 
and the mobile app. When you register online, you may enroll in or decline the enhanced 
security option, as described in Enrolling in Enhanced Security Authentication on page 11.  

If your program does not use online registration, then your Program Administrator has 
already registered you, and you can log in to Access Online right away. (Refer to the Access 
Online: Navigation Basics user guide for procedures on logging in.) 

1 .  Click Register Online. 

 

Learn more: Completing online registration lets you log into Access Online. Online 
registration does not activate your card. To activate your card, click the Activate Your Card 
link and follow the instructions in the Access Online: Card Activation quick start guide. 
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2 .  Type your organization short name. 

3 .  Specify your account information. 

4 .  Click Send a Code. 
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Tip! If you make a mistake in typing your information, then Access Online displays an error 
message. If you receive this error message, then check your entries for formatting (e.g., that 
you do not have spaces in your account number), correct the information, and continue. If 
you cannot continue, then contact the Help Desk or your Program Administrator for 
assistance. If you become locked out of the registration, then your Program Administrator 
can unlock you. 

If you do not complete a required field (designated with an asterisk on the screen), then 
Access Online displays the following error message: “A required field has been left blank, 
please complete.” If you receive this error message, then check the required fields and 
complete the blank ones. 

 

 

6 .  Enter the passcode. 

5 .  Wait for the passcode to arrive to 
you email inbox. 
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8 .  Review the licensing agreement. 

9 .  Click the I Accept button. 

7 .  Click Continue. 
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1 0 .  Type a user ID between 7 – 20 
alphanumeric characters. 

1 1 .  Specify your password/password phrase 
by typing your password/password 
phrase two times.  

1 2 .  Specify your authentication 
questions and responses. 

1 3 .  Specify your contact 
information. 

Your organization may use passwords or password 
phrases. Click the Information icon to find out 
which option your organization uses and to get 
suggestions and requirements. 

Required fields have red asterisks. 
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Passwords and password phrases 
Your organization determines the expiration and complexity of your passwords. Your 
organization may also use password phrases instead of passwords. 

Password expiration 
Depending on your organization’s requirements, your password may expire from every 30 
days to every 365 days, or your password may not ever expire. 

Password complexity 
Your organization also controls how complex your password must be. Below are two 
examples.  

Requirement Client A Client B 

Number of characters 8 – 100 12 – 100 

Letters One or more 
Either upper or lower case 

One or more upper case 
one or more lower case 

and 

Numbers One or more  One or more 

Special characters Or one 
used 

or more if no numbers One or more 

Case sensitive Yes Yes 
 

All organizations use the following password restrictions. The password/password phrase: 

· Must not contain four consecutive characters from your first name or your last name 
(not case sensitive) 

· Must not contain four consecutive characters from your user ID (not case sensitive) 

· Must not contain two consecutive blank spaces or a single space at the beginning or end 
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The best way to find your organizations requirements is to hover over the information icon.  

 

The information icon 
summarizes your 
organization’s unique 
requirements. 

Allowed special characters for passwords 
` - = ' ; / . 

' ! @ # $ % * 

( ) _ + { } | 

: ? < > ^ ~ & 

Password phrases 
Password phrases are phrases, instead of single words. You can include multiple words with 
or without spaces, but do not put a space at the beginning or end of the password phrase 
and do not put two spaces together. Your password phrase must be at least 14 characters 
long, but longer is better. Your password phrase can include numbers and special 
characters, but they are not required. Your password phrase should be unique, so do not 
use lyrics, quotations, or aphorisms.  

Allowed special characters for password phrases 
For password phrases, the system allows all special characters without restrictions.  
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Authentication questions and answers 
Access Online requires all users to set three authentication questions and answers. This 
practice increases the security of system access and thus protects the account information 
in Access Online. If you registered online, then you set your authentication questions 
answers then. You can update your questions and answers at any time using the My 
Personal Information function. Refer to the Access Online: My Personal Information quick 
start guide. You also answer one of your questions if you use the Forgot Your Password 
function. Program Administrators can view, but not edit, your questions. Program 
Administrators cannot view your answers. Help desk staff can also see your questions, but 
not your answers. Help desk staff can only validate as correct/incorrect the answers you give 
them on the telephone. 
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1 4 .  When you are done, click 
Continue. 
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Enrolling in enhanced security authentication 
When you register online, you must enroll in Enhanced Security Authentication. With 
Enhanced Security Authentication, you request and enter a single-use passcode every time 
you log in to Access Online, for additional security.  

Your organization may let you choose to use either your mobile telephone or your email 
address to receive the one-time passcode. Your organization may also have only one of 
those options available.  

Learn more: If your organization lets you choose between mobile phone and email, then 
you have the option to pick which one. If you select to use email, the system uses the email 
address already in the system. If you do not already have an email address in the system, 
the system prompts you to specify an email address during enrollment. Your one-time 
passcode arrives at your email inbox each time you log in. 

Our example shows mobile phone enrollment. No matter which option you use, the overall 
process for enrolling is the same. 

Learn more: You can manage your enrollment using the My Personal Information 
function. Refer to the Access Online: My Personal Information quick start guide. 

 

1 .  Select which Enhanced Security 
Authentication option you want 
to use. 

2 .  Click Continue. 
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3 .  Click Privacy Policy. The policy 
opens in a new window. 

4 .  Review the privacy policy. 

5 .  Return to the Enhanced 
Security Authorization 
screen. 
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6 .  Click Terms and 
Conditions. 
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7 .  Review the terms and 
conditions for Enhanced 
Security Authorization. 

8 .  Click Back to Enrollment. 
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1 0 .  Select the I have read 
and agree to the Terms 
and Conditions 
agreement check box. 

1 1 .  Click Continue. 

9 .  Type your mobile telephone number. If you 
selected to use your email address, then 
the system uses the email address in the 
system or prompts you to specify your 
email address. 
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1 2 .  Wait for the passcode to arrive 
to your mobile telephone or 
your email inbox. 

1 3 .  Note the 
passcode. 
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1 6 .  Click the I Accept button to 
accept the terms of the licensing 
agreement and continue. 

1 4 .  Type the 
passcode. 

1 5 .  Click Continue. 

If you do not get your 
passcode within 10 
minutes, click Send me 
another code. 
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After you enroll in Enhanced 
Security Authorization, you 
request a single-use passcode 
each time you log in.  



All trademarks are the property of their respective owners. 

You may not reproduce this document, in whole or in part, without written permission. 

 

CAT ID: NA 

 

Survey 

Please take a few minutes to respond to a short survey on our training.  


